What is claimed is: 

1 . A method of verifying the authenticity of a process stored in RAM of a 
gaming machine having a master gaming processor for executing said process, the 

5 method compri sing : 

(a) identifying a list of processes scheduled for execution on the gaming 
machine RAM; 

(b) selecting one process for verification from said list of processes; 

(c) identifying a file name and current RAM location of the selected process; 
10 (d) at the current RAM location, inspecting said selected process to identify at 

least a first portion of the process, which first portion of the process is a portion of the 
process that does not change during execution of the process; 

(e) identifying one or more gaming software programs stored on one or more 
file storage devices, which gaming software programs have the same name as the 

15 selected process; 

(f) for each of the one or more identified gaming software programs, 
inspecting the gaming software programs to determine whether at least the first 
portion of the process is present ; and 

(g) generating a notification if none of the one or more gaming software 
20 programs contains the first portion of the selected process. 

2. The method of claim 1, wherein the gaming software programs are certified 
for execution on the gaming machine in one or more gaming jurisdictions by a 
regulatory entity within each of the gaming jurisdictions 

25 

3. The method of claim 1 , further comprising: 
presenting a game of chance on the gaming machine. 

4. The method of claim 1, wherein the game of chance is a video slot game, a 
30 mechanical slot game, a lottery game, a video poker game, a video blackjack game, a 

video card game, a video bingo game, a video keno game or a video pachinko game. 
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5. The method of claim 1, wherein the file storage devices are at least one of file 
storage devices located on the gaming machine, remote file storage devices or 
combinations thereof 



5 6. The method of claim 1, further comprising: 

calling an attendant if none of the one or more gaming software programs 
contains the first portion of the selected process. 

7. The method of claim 1 , further comprising: 

10 shutting down the gaming machine if none of the one or more gaming 

software programs contains the first portion of the selected process. 

8. The method of claim 1, wherein the list of processes scheduled for execution 
on the gaming machine RAM is specified by an operating system. 

15 

9. The method of claim 1, wherein the gaming machine runs Unix, Windows, 
Linux, or QNX. 

10. A method of verifying the authenticity of a first gaming software program 
20 stored in RAM of a gaming device associated with a gaming machine, said gaming 

device having a gaming controller for executing said first gaming software program, 
the method comprising: 

(a) identifying the first gaming software program as currently stored in the 
gaming device RAM; 

25 (b) identifying a second gaming software program stored on a file storage 

device; 

(c) comparing at least a first portion of the second gaming software program 
with a first portion of the first gaming software program as currently stored in the 
gaming device RAM, 

30 wherein the first portion of the gaming software program is a portion of the 

first gaming software program that does not change during execution of said first 
gaming software program. 
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1 1 . The method of claim 10, wherein the gaming device is at least one of a player 
tracking unit, a player tracking server, a game server or a hand-held gaming device. 

12. A method of initializing a gaming system that stores gaming software in RAM 
5 on a gaming machine used to present one or more games of chance to a game player, 

the method comprising: 

(a) loading a list of gaming software file names from a static memory storage 
device on the gaming machine; 

(b) loading a code authenticator program used to compare the list of gaming 
10 software file names to names of files stored on a memory storage device on the 

gaming machine; 

(c) validating the code authenticator program; 

(d) comparing the list of gaming software file names with the names of files 
stored on the memory storage device; 

15 (e ) when one or more file names on the list of gaming software file names 

does not match the names of one or more files stored on the memory storage device, 
halting the launch of the gaming system on the gaming machine. 

13. The method of claim 12, further comprising: 

20 launching a code comparator program used to compare at least a first portion 

of a first gaming program stored in RAM with a first portion of a second gaming 
software program stored on the memory storage device. 



14. The method of claim 12, further comprising: 
25 when the code authenticator program is not validated, 

halting the launch of the gaming system on the gaming machine. 



15. The method of claim 12, wherein each file name on the list of game file names 
corresponds to a gaming software program certified for execution on the gaming 
30 machine in one or more gaming jurisdictions by a regulatory entity within each of the 
gaming jurisdictions. 
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16. A method of verifying the authenticity of a first gaming software program 
temporarily stored in RAM of a gaming machine having a master gaming controller 
for executing said gaming software program, the method comprising: 

(a) identifying the first gaming software program as currently stored in the 
5 gaming machine RAM as specified by an operating system; 

(b) identifying a second gaming software program stored on a file storage 

device; 

(c) selecting the second gaming software program from a list of certified 
gaming software programs wherein the certified gaming software programs are stored 

10 on one or more file storage devices; and 

(d) comparing at least a first portion of the second gaming software program 
with a first portion of the first gaming software program as currently stored in the 
gaming machine RAM, 

wherein the first portion of the gaming software program is a portion of the 
15 first gaming software program that does not change during execution of said first 
gaming software program. 

17. A computer readable medium containing computer-readable instructions for 
verifying the authenticity of a first gaming software program stored in RAM of a 

20 gaming machine having a master gaming controller for executing said gaming 
software program, said computer readable medium comprising: 

(a) computer readable code for identifying the first gaming software program 
as currently stored in the gaming machine RAM as specified by an operating system; 

(b) computer readable code for identifying a second gaming software program 
25 stored on a file storage device; 

(c) computer readable code for selecting the second gaming software program 
from a list of certified gaming software programs wherein the certified gaming 
software programs are stored on one or more file storage devices; and 

(d) computer readable code for comparing at least a first portion of the second 
30 gaming software program with a first portion of the first gaming software program as 

currently stored in the gaming machine RAM, 

wherein the first portion of the gaming software program is a portion of the 
first gaming software program that does not change during execution of said first 
gaming software program. 
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18. A method of verifying the authenticity of a first gaming software program 
temporarily stored in RAM of a gaming machine having a master gaming controller 
for executing said gaming software program, the method comprising: 

5 (a) identifying the first gaming software program as currently stored in the 

gaming machine RAM as specified by an operating system; 

(b) identifying an executable file name for the first gaming software program; 

(c) identifying a second gaming software program stored on a file storage 
device, wherein identifying the second gaming software program includes using the 

10 executable file name; 

(d) comparing at least a first portion of the second gaming software program 
with a first portion of the first gaming software program as currently stored in the 
gaming machine RAM, 

wherein the first portion of the gaming software program is a portion of the 
1 5 first gaming software program that does not change during execution of said first 
gaming software program. 

*\ 

19. An apparatus for verifying the authenticity of a process stored in a gaming 
machine RAM comprising: 

20 (a) means for identifying a list of processes scheduled for execution on the 

gaming machine RAM; 

(b) means for selecting one process for verification from said list of processes; 

(c) means for identifying a file name and current RAM location of the selected 
process; 

25 (d) at the current RAM location, means for inspecting said selected process to 

identify at least a first portion of the process, which first portion of the process is a 
portion of the process that does not change during execution of the process; 

(e) means for identifying one or more gaming software programs stored on 
one or more file storage devices, which gaming software programs have the same 

30 name as the selected process; 

(f) for each of the one or more identified gaming software programs, means 
for inspecting the gaming software programs to determine whether at least the first 
portion of the process is present; and 
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(g) means for generating a notification if none of the one or more gaming 
software programs contains the first portion of the selected process. 

20. The apparatus of claim 19, wherein the gaming software programs are 

5 certified for execution on the gaming machine in one or more gaming jurisdictions by 
a regulatory entity within each of the gaming jurisdictions 

2 1 . The apparatus of claim 1 9, further comprising: 

means for presenting a game of chance on the gaming machine. 

10 

22. The apparatus of claim 19, wherein the game of chance is a video slot game, a 
mechanical slot game, a lottery game, a video poker game, a video blackjack game, a 
video card game, a video bingo game, a video keno game or a video pachinko game. 

15 23. The apparatus of claim 19, wherein the file storage devices are at least one of 
file storage devices located on the gaming machine, remote file storage devices or 
combinations thereof. 

24. The apparatus of claim 19, further comprising: 

20 means for calling an attendant if none of the one or more gaming software 

programs contains the first portion of the selected process. 

25. The apparatus of claim 19, further comprising: 

means for shutting down the gaming machine if none of the one or more 
25 gaming software programs contains the first portion of the selected process. 

26. The apparatus of claim 19, wherein the list of processes scheduled for 
execution on the gaming machine RAM is specified by an operating system. 

30 
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